How to Use Your LincPass Card

USDA has enabled e-Authentication (e-Auth) with the ability to login into the web portal using your
LincPass card. You may already be familiar with some of the e-Auth applications, such as WebTA,
myEPP, e-OPF, AglLearn, FMMI, and GovTrip. You can now access those applications with your LincPass
card, your PIN and a card reader rather than with your e-Auth ID and password. If you do not have an
active LincPass card yet, you can continue using your regular e-authentication ID and password to access
the applications.

To use your LincPass Card:

1) Make sure that your LincPass card is activated. By now, you should have a card, be enrolled and you

2)

3)

should know your secret Personal Identification Number (PIN). Your PIN is much like your banking ATM
PIN and it should be protected like your ATM PIN. Your LincPass PIN will never expire, so make sure you
remember it. If you have forgotten your PIN, contact Tamara Staley, Personnel Security Specialist, at
tamara.staley@ars.usda.gov or 301-504-1332 who can direct you to your Area Location LincPass
Sponsor.

Visit http://www.afm.ars.usda.gov/lincpass/for more information. You will find several useful
documents there, but start with the “Ready, Set, Go LincPass” document for a quick overview on
what you need to start using your LincPass Card. A link to USDA’s Frequently Asked Questions
(FAQ) is also included.

Outlook may have automatically turned on the option to digitally sign all email. You will want to
turn this feature OFF. Visit www.afm.ars.usda.gov/lincpass/ and click on “How to Disable Digital
Signatures in Outlook” for instructions on how to turn it off.

Next, ensure that your computer has the ability to read a LincPass card. Some computers have a card
reader built into the keyboard. If your computer does not have a card reader, please contact your local
IT contact to have one installed. If you need a portable card reader for your laptop, also contact your
local IT contact.

When you are ready to use an e-Auth application, do the following steps:
1. Insertyour card in your card reader

Start up your web browser

Click on the e-Auth application bookmarked in your web browser

Read the login banner and click on “I Agree”

Click on the “Login with my LincPass” button

You will be presented with a “Confirm Certificate” box. Click OK

At the next box, enter your secret PIN and click “OK”

Start using your application
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Please note that we are developing a technological solution to enable remote access to ARSnet with
your LincPass card, but it is not yet available for the Beltsville Area Office and those outside of the
National Capital Region Area. Only the employees at the George Washington Carver Center, South
Building, Portals, Whitten Building or at the National Agricultural Library can access ARSnet directly with
their LincPass card.



You can still use your ID and password for accessing e-Authentication applications even after using the
LincPass card.

Should you have any questions regarding card readers, please contact MSA-Helpdesk@ars.usda.gov.




